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Consortium blockchain-enabled access control mechanism in edge computing based generic loT environment
ABSTRACT METHOD

% Finally, the performance analysis shows that
CBACS-EIoT offers superior security and supports
more functionality features with less communication
and computational overheads as compared to
existing relevant schemes.

e We have considered certificate-less access control mechanism for
establishing a session key between gateway nodes and its respective
loT smart devices based on their application types.

e Dolev-Yao and CK-adversary are adopted for threat model.

e The designed scheme containing registration phase then followed by
the access control between “smart device and gateway node” and
“gateway node and edge server’.

e Key management phase between edge server and cloud server, and
dynamic nodes addition phase for new IoT smart device addition and
new gateway node addition.

e Consensus protocol for block verification and addition in blockchain is

Internet of Things (loT) is the latest era of connecting smart
devices to exchange data with other objects. However, it
has several security challenges such as privacy, integrity,
confidentiality, authenticity and active & passive attacks.
The access control mechanism plays a very crucial role as
loT devices require to send/receive data securely to their
nearby gateway node and its associated edge server(s). In
blockchain, once the blocks are added it can not be further y .
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modified, updated or deleted. It is required to design a '
blockchain-enabled access control scheme for edge roge e 45 ] (;0:}
computing based generic loT environment. ”
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