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ABSTRACT
The vehicles in Internet of Vehicles (IoV) can be used to gather and distribute data in a
smart city environment. However, at the same time various security threats arise due to
insecure communication among entities in an IoV-based smart city deployment. To address
this issue, we aimed to design a novel blockchain-enabled batch authentication scheme in
Artificial Intelligence (AI)- envisioned IoV-based smart city deployment. Incorporation of
AI/ML in blockchaining produces a secure, efficient and intelligent blockchain based
system. The proposed authentication scheme implements two types of authentications:
Vehicle to vehicle (V2V) authentication- that allows a vehicle to authenticate its neighbor
vehicles in its cluster; and batch authentication- that allows a group of vehicles to be
authenticated by RSU simultaneously. Finally, a group key is established between a group of
vehicles and RSU for future secure communication. RSU gathers secure data from its
vehicles and form several transactions. Nearby fog servers associated with RSU and cloud
server form a complete block. The created blocks are mined by the cloud servers in a Peer-
to-Peer (P2P) cloud server network through the voting-based Practical Byzantine Fault
Tolerance (PBFT) consensus algorithm (Algorithm 1). The authentic and genuine data of the
blockchain are utilized for Big data analytics through AI/ML algorithms.
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